
Fitness Apps 
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Do’s and Don’ts 

• Do make sure that your profile is not set to “public”.  

Also, limit what information you put on your profile 

even if it is set to “private”. 

• Do keep your fitness app activity set to “private” by 

default, so that your routes cannot be tracked online.  

• Do ensure that family members take similar precau-

tions with their accounts.  

• Do use a picture of something other than yourself for 

your profile photo. Profile photos are viewable to the 

public. 

• Do not link your fitness app to any of your social me-

dia accounts.  Doing so allows your routes and the 

times you exercise to be published to your social me-

dia accounts for others to see.   

• Do not track exercises that begin at your own home, 

work place, or school.   

• Do not chose the same route every time you go for a 

run or walk.  It is important to mix it up so that any 

potential stalker won’t be able to track your wherea-

bouts.  
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Start by creating your account, only putting in the minimum 

personal information required to create your log on (shown 

here to the left). Later you will have the option to build upon your "Profile" by adding additional 

information about yourself, but we recommend keeping as little personal information on your 

profile as you can..  

Strava is a fitness tracker as well as a social network, its key 
feature is that its members can locate the most popular bike 

and running paths in their areas, follow their friends’ routes, 
and log group exercises. For these key features to work, an 
optimal number if members must continuously be sharing 
location data. In other words, if you want to get the most out 

of Strava, you need to share your location data, but this 
comes with a big privacy trade-off. 

Late last year Strava’s heat map came under fire for posting 

its users’ locations publicly online. If you leave your location 
data for people to see, you become vulnerable to victimiza-
tion, for instance of physical attack, stalking, or theft of your 

belongings when you are away from your home. The follow-
ing describes the best way to create an account on Strava, 
while maintaining the utmost privacy to ensure your safety.  

Next (shown on the top right),  you are asked if you would like Strava to push monthly reports 

to your email. We recommend you decline this option because it is possible for Strava to then 

share additional information with you, or about you to others. Select the “No” option. 

The next screen asks if you will allow Strava to access your location.  Although this is a big part 

of the app, we strongly recommend you not allow Strava to have access to your location.  

You will also be asked several times to synch your contacts to the Strava app during set up.  We 

recommend, anytime you are asked, that you not synch your contacts to this app.  
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Mobile Device Version 
** This information describes how to make your account secure on Android and iPhone mobile devices. Differences between iPhone 
Operating System (iOS) and Android Operating System (AOS) are minimal, in such cases iPhone images are outlined orange and 
Android black. 

Strava Activity Tracker 

Create Your Profile 
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Once you have completed the set-up process, there are several set-

tings that must be set in order to best protect your privacy. From 

the “Home” screen, look to the bottom of the page and select 

“Profile” then select the “Settings” icon (looks like a wheel) at the 

top right of your screen.   In the “Settings” section scroll down and 

select "Privacy Controls" (see right).  Under “Privacy Controls” it is 

recommended that you change all of the tabs under “Where You 

Appear” from “Public” to either “Followers” or “Only You” to max-

imize your privacy.   

The "Privacy Zones" function, under “Privacy Controls” > 

“Additional Controls”, allows you to draw a privacy circle around a 

certain area such as your house or work. When you run in that cir-

cle you are automatically hidden from all other users. The down 

side is that if you step outside of that designated circle, that data 

will become public automatically.  

Next, we recommend you turn the “Metro and Heatmap” function off. This feature allows Stra-

va to collect data and recordings from your device. First, under “Privacy Controls”, go to 

“Metro and Heatmap”, then next to “Include your activities in Metro and 

Heatmap”, set the toggle to “Off”, as seen above. 
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On iPhone:  we recommend you scroll to the “Siri & Shortcuts” tab, under “Settings” (see left) 

and review the current settings there. Ensure your “Siri” function is off.   

Mobile Device Version 
** This information describes how to make your account secure on Android 
and iPhone mobile devices. Differences between iPhone Operating System 
(iOS) and Android Operating System (AOS) are minimal, in such cases iPhone 
images are outlined orange and Android (and when both are same) black. 

Who can see your routes? 

Contacts 

Finally, we recommend you turn off the function that allows Strava to have 

access to your “Contacts” - the default for this function is set to “On”. Go back 

to “Settings”, scroll to the middle of the menu, select “Contacts”. Set the tog-

gle to “Off”. 
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The “Nike Run Club” App is one of the most popular activity tracking apps available. One of 

the things it does is publish your completed runs and fitness activities and stats directly to 

your social media accounts when you finish - this includes your running routes, which creates 

vulnerabilities. We recommend that as you create your Nike Run Club account, you provide 

the minimum amount of personal information possible. First, you will enter your “Basic Infor-

mation”. Remember, never allow one app to have access to another - so do not log in via Face-

book or another social media account. Instead, use an email and password unique to this ac-

count. Also, we recommend you not allow this app to access your location. 

First, let’s go to the “Settings” and establish your 

“Privacy” settings.  

On Android: select the “Menu” option at the top 

left of the screen, then select “Settings” at the 

bottom of the list. (see right) 
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Mobile Device Version 
** This information describes how to make your account secure on Android and iPhone mobile devices. Differences between iPhone 
Operating System (iOS) and Android Operating System (AOS) are minimal, in such cases iPhone images are outlined yellow and 
Android black. 

Nike Run Club 

On iPhone: select 

your “Profile Picture” 

at the top left of the 

screen, then select 

“Settings”, toward the 

middle right of the 

screen. (see right) 

Next, on both Android 

and iPhone, select the 

“Privacy Setting” op-

tion from the menu, 

and we recommend 

setting to “Only Me” 

or “Friends.”   

Who can see my info? 
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Mobile Device Version 
** This information describes how to make your account secure on Android and iPhone mobile devices. Differences be-
tween iPhone Operating System (iOS) and Android Operating System (AOS) are minimal, in such cases iPhone images are 
outlined yellow and Android black. 

Nike Run Club 

Next, go back to “Settings” and visit “Run Settings”. We recommend you set the “Tracking” 

function to “Indoor” so that the app cannot track your outdoor routes. 

Finally, let’s visit the “Workout Info” function, below “Privacy Settings”, 

which also must access your location and other personal data in order to 

work optimally. We recommend you set the toggle to “Off” in order to se-

cure your data and personal information. 

We recommend you not allow “Friends” to “Tag” you in their posts, this is one way you 

really lose control over your information. Go to “Settings”, then “Friend Tagging”, then 

next to “Allow”, set the toggle to “Off”. 

 

 

 

 

What personal data does Nike Run Club collect? Nike Run 

Club collects the following data in order to provide you with 

its products and services - unless you lock down your ac-

count: 

- contact details including name, email, telephone number, 

address 

- login and account information 

- personal details like gender, hometown, birthday 

- credit card information 
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On Android: from the “Home” screen, select the “Menu” tab in the top left corner, 

then select “Settings” toward the bottom of the menu list, select “Profile & Privacy”. 
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Garmin 

Mobile Device Version 
** This information describes how to make your account secure on Android and iPhone mobile devices. Differences between iPhone 
Operating System (iOS) and Android Operating System (AOS) are minimal, in such cases iPhone images are outlined blue and An-
droid black. 

The “Garmin Connect” fitness app is another popular exer-

cise tracker that is capable of sharing a lot of personal in-

formation you may not be aware of.  If the settings are not 

set correctly, Garmin will automatically share your infor-

mation with the public.  

First, let’s lock down your “Profile” so that you limit which 

people can see what kinds of information about you. 

On iPhone: from the “Home” screen, select “More” tab, 

then select “Settings”, then “Profile & Privacy”.  (see left) 

Once in the “Profile & Privacy” section, look through all the privacy settings 

(see right).  We recommend that the tabs in this section be set to "Only Me" 

or "My Connections." Here you can also choose what personal information 

you want published on your profile for others to see. 



Fitness Apps 

UPDATED AUG 2020 
U

.S
. h

ea
lt

h
 p

ri
va

cy
 la

w
, k

n
o

w
n

 a
s 

H
IP

P
A

, d
oe

s 
n

o
t 

ap
p

ly
 t

o
 in

fo
 c

u
st

o
m

er
s 

co
lle

ct
 fo

r 
th

ei
r 

o
w

n
 u

se
. T

h
er

ef
o

re
, f

it
n

es
s 

ap
p

s 
d

o
n

’t
 f

al
l u

n
d

er
 H

IP
P

A
 r

eg
u

la
ti

o
n

s.
 

Also, in the “Profile & Privacy” section, let’s look at 

the “Data” section. It is located in the subsection 

labeled “Privacy” (see left).  On the next screen, 

you will see a list including “Data Upload”, 

“Insights”, and “Popularity 

Routing”.  First, select 

“Popularity Routing”. This 

function allows Garmin to 

collect data from your ac-

count and device in order to 

build and reinforce data-

bases that hold popular 

routes. We recommend you 

turn this function off by set-

ting the toggle to “Off”. Next, 

select “Insights” and read through the consent policy provided 

before you decide if you want to “Agree” or “Do Not Agree”, this is 

your choice. Finally, select “Device Upload” and decide whether 

you want to Garmin to connect your Garmin devices to “Garmin 

Connect”, set the toggle to “On” 

or “Off” 

based on 

your prefer-

ence here.   
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Garmin 

Mobile Device Version 
** This information describes how to make your account secure on Android and iPhone mobile devices. Differences between iPhone 
Operating System (iOS) and Android Operating System (AOS) are minimal, in such cases iPhone images are outlined blue and Android 
black. 

Finally, let’s look at what other 

features of your phone you are 

letting Garmin have access to. Go 

back to “Settings”, select “Phone 

“Permissions” and review which 

device features Garmin is connect-

ed to. We recommend you set both 

“Contacts” and “Calendar” to “Off”, 

and we suggest you consider doing 

the same for “Camera” and 

“Location”. (see left for Android, 

and right for iPhone).  

On Android:  Note that “Location” 

is further down the list, reference 

screen shot left. 
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Fitbit 
FitBit is another popular activity tracker, and one of the first of its kind. Older versions of FitBit were designed to automatically 
publish workout statistics and information to the public, but newer versions have changed default settings to keep this infor-

mation private. Therefore, unless you configure it otherwise, your privacy setting should be set by default to “Private”. Never-
theless, we recommend you always confirm settings yourself. 
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Mobile Device Version 
** This information describes how to make your account secure on Android and iPhone mobile devices. Differences between iPhone 
Operating System (iOS) and Android Operating System (AOS) are minimal, in such cases iPhone images are outlined purple and 
Android black. 

First, let’s review your “Profile” information. From your “Home” screen (see left), se-
lect your “Profile Picture” icon in the top left corner. Then select your “Account”, not-

ed by your name, and your “Profile Page” will appear, select “Personal” and ensure 
that “Location” is not turned on. Also review the personal data you have provided to 
Fitbit on this page. Next, go back to the “Account” section (where you selected your 
“Account” by name earlier). Here you can review each of your FitBit settings and then 

head to the “Privacy and Security” section where you will want to pay special atten-
tion to each setting.   
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Polar is a company that produces fitness tracking 

watches and hardware, all of which connect to its 

popular app, Polar Flow.  According to a recent 

investigation, the app's tracking map exposed the 

home addresses of thousands of users.  This is in 

part because people often turn their fitness track-

ers “On” or “Off” when they're close to home, un-

intentionally revealing where they live.   

To keep your data private on Polar Flow: 

• Go to “Settings” and then “Privacy”, and set the default to “Private” 

• Change the privacy of each of your past runs individually, set them each to “Private” 

• Set your “Profile” to “Private” 

In the “Account” section, under the “Privacy & Security” section, select “Privacy”. We 

recommend that you avoid sharing any information that would be considered 

“Personally Identifiable Information”, or PII. This is any information connected with 

your personal identity, including your name, birthday, social security number, etc. To 

change the setting: 

On iPhone: (see left) select the icon to the right of the category, for instance the 

“Private” icon is a padlock, “Friends” is an image of two people, and “Public” is repre-

sented by a globe. Select the icon and make the change, then select “Save” in the up-

per right corner of the screen. 

On Android: select the category itself, make the change, and  select the back arrow. 

The change is automatically saved. 
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Important Note:  The “About Me” section, located to-

ward the bottom of the “Privacy” page,  is always set 

to “Public”. You cannot control this feature, as indi-

cated by its greyed out appearance. You write your 

“About Me” information in your “Profile” section. The image to the right is for iPhone 

only, and this section is not available on Android. 

Finally, go back to the “Account” section and review the “Manage Data” section 

where you can delete or limit what third party apps have access to your Fitbit and 

vice versa. (not shown) 

Mobile Device Version 
** This information describes how to make your account secure on Android and iPhone mobile devices. Differences between iPhone 
Operating System (iOS) and Android Operating System (AOS) are minimal, in such cases iPhone images are outlined purple and 
Android black. 

Who can see my information? 

 

 

Polar Flow 


